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Fig. 1 Basic principle block diagram of RFID system
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Fig. 2 RFID tag and reader mutual authentication process
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Risk Analysis and Countermeasures Research for RFID
Information in Agricultural IOT and Intelligent Garden

LI Yong-jun
(Nanjing Agricultural University, Nanjing, Jiangsu 210095)

Abstract: As an advanced information recognition and data capture techniques, RFID are widely used in Agri-
cultural IOT. However,due to the RFID tag works and cost constraints,information security through wireless
channel is threatened. Through analyzing the security risks and existing defect of the RFID authentication pro-
tocol, an new RFID authentication scheme combined public key encryption algorithm and hash function was
proposed,and it had higher security and the smaller resources consumption in achieving.
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